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Lab 3 – Add Smart Phone Authentication 

using Qdabra's Authy XTP 

Overview 

This guide will show you how to integrate Authy with FormsViewer Forms. Twilio’s Authy lets you 

easily build an additional measure of security into your login or verification process with two-factor 

authentication. Using Twilio’s Authy Authenticator App on your mobile device, you can increase your 

confidence in the user logging in and help your users protect their accounts with easy-to-implement 

Two-Factor Authentication. 

Before you start 

• This lab assumes that you already have a Twilio account and have created an Authy API 

application. For more information about Authy and how to generate Authy API keys, please 

read this. 

• Install the Authy app in your mobile phone or tablet. 

Add the Users list as Custom List 

1. Upload the Users.stp file as a list template to your site. 

• Go to your SharePoint’s root site. 

• Click the gear icon in the menu and click Site settings. 

• Under Web Designer Galleries, click List templates. 

 

https://www.twilio.com/docs/authy/api
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• Go to the Files tab, and upload the Users.stp file as document. 

 

• Once uploaded, it will be available to your sites as a custom list. 

 

2. In your SharePoint site, go to Site Contents → New → App. 

 

3. Search for the Users list. Click on it and add as a Custom List. Name it exactly as shown in 

the screenshot: 
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4. Once added, you will have this Users list with the following columns –  
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Add the QdabraAuthy XTP in the Starter form 

1. Open the starter form for this lab Lab 3 – Authy Start.xsn in InfoPath Designer. 

2. In HOME tab under Controls section, click Add or Remove Custom Controls. 

 

3. Go through the Add Custom Control Wizard and add the QdabraAuthy.xtp2 included in this 

lab package. 

 

 

 

4. Create a new view. Go to PAGE DESIGN and click New View. 
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5. Name the new view Authy. Click OK. 

 

6. Delete the default table that is added in the view, so that your canvas is blank, and then 

place your cursor in top-center. 

 

 

 

7. Add the Authy XTP in the form view by clicking the QdabraAuthy XTP in the Controls 

section. 
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Once the XTP is added in the canvas, this is what your form will look like: 

 

8. Add a rule in the QdabraRules/@finishedLoading node and call it Run Authy. 

9. Set the field /Authy/Actions/RunOnLoad in the AuthyRequest_QdabraAuthy data source to 

the value "go". 



 

 

7 | P a g e  
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10. Enter your Authy App API key in the rule named 'Set API Key' located in 

AuthyRequest_QdabraAuthy → /Authy/Actions/RunOnLoad. 

 

11. Modify the rule named 'Set qRules Fields' located in the AuthyRequest_QdabraAuthy data 

source /Authy/Actions/@tempCommand node. 

 

o First action: change the @stop field being set to point to your 

QdabraRules/Command node instead 

o Second action: change the value to point to your QdabraRules Result node 
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12. In the Authy XTP code section, select the VERIFY button. Open Manage Rules and select the 

Switch rule. 
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13. In the Switch rule, add a new action. Select Switch views. 

 

14. Select the Expense Report view. 
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15. Next, we’ll customize it a bit more. Add a company logo in the XTP. You can insert an image 

in the location that says [Your Logo] and then delete that text. 

 

16. Remove the section for the instructions, simply click on the section and press Delete. 

 

17. Select the entire table inside the Authy XTP. 
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18. Click CTRL X to cut the table and then paste it outside of the XTP section (When pasting, 

right-click and select Keep Source Formatting). And then remove the template part section 

by pressing delete. 
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19. Go to PAGE DESIGN tab, click Page Setup. In the General tab of the View Properties, check 

Set as default view.  

 

20. Save the changes to the form and upload it as an End for for Lab 3. 

Test Your Form! 

1. Click Open Form in FormsViewer. You’ll see that the Authy section is stretching across the 

view like this: 
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2. This means that the div id in the Authy XTP XSL that we’re referencing in the CSS file got 

removed when you added it in the form. Proceed to the troubleshooting section to fix. 

Troubleshoot view errors 

1. Export the form to source files by going to File → Publish → Export Source Files. Export the 

file into a folder in your machine. 

 

2. In the folder, find the Authy.xsl file and open it in a text editor such as Notepad or 

Notepad++. 
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3. Look for the first <div> tag just below the body tag: 

 

4. Add an id, type in id="authyContent" inside the div tag: 

 

5. Save the changes to Authy.xsl. Make sure that the form is closed to allow you to save. 

6. In the source files, look for the manifest.xsf file, right-click on it and select Design. 
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7. It will open in InfoPath Designer. Save it as your Lab 3 Authy End form. 

8. Re-upload the template to FormsViewer. 

Test Authy! 

1. Click Open form. You’ll see the Authy section displaying nicely in the center: 

 

2. For first time users, click Sign up. 

3. Fill out the details and click Sign up. 
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4. Authy will confirm that your account is successfully created. You should receive a code from 

Authy in your mobile phone. 
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5. Enter the verification code and click Verify. 
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6. You’ll get a confirmation message. Click OK. 

 

7. You can now access the form: 
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This means that you now have an entry in the Users list. 

 

When you’re already registered in the Users list, the next time you open the form, just enter your 

last name + last 4 digits of your phone number to log in: 

 

If you have installed the Authy app in your phone, you can simply copy the verification code and 

paste it in the form. 

But if you don’t have the Authy app yet, you can click the Text me a code button so Authy can send 

you the verification code via SMS 
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Congrats!       You have finished the exercises for Day 3!  

You may check out the End form for this lab (Lab 3 - Authy End.xsn). 

 

Contact Information 

Qdabra Software Phone:   877.544.2389 

218 Main Street, Email:   Support@Qdabra.com 

Suite 731, Website: http://www.qdabra.com 

Kirkland, WA 

98033 

Community: http://www.infopathdev.com 

 

mailto:Support@Qdabra.com
http://www.qdabra.com/
http://www.infopathdev.com/

