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Lab 3 — Add Smart Phone Authentication

using Qdabra's Authy XTP

Overview

This guide will show you how to integrate Authy with FormsViewer Forms. Twilio’s Authy lets you

easily build an additional measure of security into your login or verification process with two-factor

authentication. Using Twilio’s Authy Authenticator App on your mobile device, you can increase your

confidence in the user logging in and help your users protect their accounts with easy-to-implement

Two-Factor Authentication.

Before you start

e This lab assumes that you already have a Twilio account and have created an Authy API

application. For more information about Authy and how to generate Authy API keys, please

read this.
¢ Install the Authy app in your mobile phone or tablet.

Add the Users list as Custom List

1. Upload the Users.stp file as a list template to your site.
e Go to your SharePoint's root site.

e Click the gear icon in the menu and click Site settings.

e Under Web Designer Galleries, click List templates.

Site Settings

Users and Permissions
People and groups

Site permissions

Access requests and invitations
Site collection administrators
Site app permissions

Site columns

Site content types
Web parts

List templates
Master pages
Themes

Look and Fee

Design Manager

Title, description, and lo
Device Channels
Navigation Elements
Change the look
Import Design Package
Navigation

Site Actions

Manage site features

Enable search configura®

Reset to site definition
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https://www.twilio.com/docs/authy/api
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e Go to the Files tab, and upload the Users.stp file as document.

BROWSE FILES LIBRARY

pr“ Check Out
u Check In
MNew Upload MNew Edit
Document .| [Document| Folder  Document Discard Check Out
NEwW Open & Check Out
Upload Document
Lists
Upload a document from your
Qdab  computer to this library. plate

mers

e Once uploaded, it will be available to your sites as a custom list.

2. In your SharePoint site, go to Site Contents > New - App.

-+ New Vv
List
Page

Document library

App

Subsite

3. Search for the Users list. Click on it and add as a Custom List. Name it exactly as shown in
the screenshot:
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Adding Custom List

Pick a name

You can add this app multiple times to your site. Give it a unique
name,

Advanced Options

4. Once added, you will have this Users list with the following columns —

Users

Email ~ Phone First Name Last Name AuthylD ~
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Add the QdabraAuthy XTP in the Starter form

1. Open the starter form for this lab Lab 3 — Authy Start.xsn in InfoPath Designer.

2.

Input

Text Box
Combo Box

™ Date Picker

EH List Box

= Plain List
Objects

1 Button

[[%] Vertical Label
;_£; Ink Picture
Containers

[:I Section

[5] Repeating Table
_':a'_' Repeating Recur...

Choice Group
Custom

@ Autologout

) Validation

€5 Rich Text Box
Check Box

ECJ) Date and Time ...
i5 Bulleted List

&% Person/Group Pi..

{14 picture Button
mj File Attachment
@m Hyperlink

Optional Section
I:E Scrolling Region

i Horizontal Repe...
Repeating Choic...

& DynamicDCs

Add or Remove Custom Controls

Ej Drop-Down List ...
(® Option Button [
Multiple-Selecti...
ig Numbered List

¥=2 External Item Pi..

fx Calculated Value

BI Picture

[ Signature Line

H Repeating Secti...
I Horizontal Regi...
E Master/Detail
B Choice Section

@ QdabraTaskPan..
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In HOME tab under Controls section, click Add or Remove Custom Controls.

3. Go through the Add Custom Control Wizard and add the QdabraAuthy.xtp2 included in this

lab package.

W | T S

" Custom
@ AutoLogout

=

(RESTSRSE e

) DynamicDCs

T e T

- e LT

&) QdabraTaskPan..  er

) Validation

& QdabraAuthy

Add or Remove Custom Controls

QdabraAuthy

| = orawivie ssay e
—c

4. Create a new view. Go to PAGE DESIGN and click New View.

g

FILE HOME INSERT = PAGE DESIGN DATA  DEVELOPER

View: EENew View -
ExpenseReport... ~ ||z Delete
& p l' Page Layout
|_—|§|Propert|es Page Setup Templates ~
Views Page Layouts
- = -
= ﬁ ..?} ! ﬁE gy =
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5. Name the new view Authy. Click OK.

Add View ? *

MNew view name: | Authy

A/l IRITTTRLAS RAARKILA A

6. Delete the default table that is added in the view, so that your canvas is blank, and then
place your cursor in top-center.

nﬁ (Design) Lab 1 - Authy End - InfoPath L P P 4
FILE HOME INSERT PAGE DESIGN DATA DEVELOPER Microsoft account ~
View: [ New View ~ pr— - D
Auth: - | [ Delete — M
Y - Page Layout _— _| Header
%Propemes Page Setup Templates - & Footer
Views Page Layouts Themes Headers ~
HE a3 -
Fields v X

Drag a field to add it to the form.

Fields:

Main ~

=l | ExpenseReport
|=# Form
|5 Resource
|7 ExpenseDetails
|.=¢ ReportTracking
| ValidationXTP
|5 AutoLogout

D Show details
Actions

Manage Data Connections...

PUBLISH LOCATION: HTTPS://SPF2013.FORMSBOARD.COM/EXPENSE REPORT LIBRAR...

7. Add the Authy XTP in the form view by clicking the QdabraAuthy XTP in the Controls
section.
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Containers
I:I Section IEI Optional Section E Repeating Secti...
[5] Repeating Table ['H Scrolling Region 111 Horizontal Regi..
_':u'_' Repeating Recur... [l Horizontal Repe.. E Master/Detail
Choice Group Repeating Choic.. B Choice Section

Custom
@ Autologout & DynamicDCs ) QdabraTaskPan...
@ Validation (&) QdabraAu‘@y

Add or Remove Custom Control QdabraAuthy

Once the XTP is added in the canvas, this is what your form will look like:

uﬁr {Design) Lab 1 - Authy End - InfoPath CONTROL TOOLS i
FILE HOME = INSERT PAGE DESIGN DATA  DEVELOPER PROPERTIES Microsoft account ~

¥ I:I:IE' % Hyperlink L2 signawreline  |-| [=! & V Spelling - V-
B I U- ﬂ_V-A- Q¢ AaBbCcC Aa Bl I:[Section @Optimal Section ! E = i Find - \Q\

HRepeaﬁng Secti... @RepeatingTable H Add Manage .. Preview

Paste - e
~ =Ty Select All

Normal Title
Rule~ Rules

Clipboard Format Text Font Styles Controls 7] Rules Editing Form

= =

: Authy :e: ) Fields v X

i//content

Drag a field to add it to the form.

[Your Logo] Fields:

; ! |Main

]

=l [ ExpenseReport
: = Form
9 [ Resource
: [r=J ExpenseDetails
[Z=¢ ReportTracking
5 validationXTP
[i=r AutoLogout
=l B~ Authy
=] AuthyUserListid
= Authyid
=] AuthyPhone
=] AuthyEmail
=] AuthyFirstName
=] AuthyLastName

iTwo Factor Authentication

/iogin

;No Authy account yet?

- //signup

Dshow details
o . Actions
. i Email Address:
Add Field

Manage Data Connections...

v

8. Add a rule in the QdabraRules/@finishedLoading node and call it Run Authy.

9. Set the field /Authy/Actions/RunOnLoad in the AuthyRequest_QdabraAuthy data source to

the value "go".
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Draa a field to add it ta the form.

Select a Field or Group ? it
th columns )
iIst Name, Fields: v
Rule Details |§AmhyRequest_QdabraAmhy (Secondary) E e
0 [=8 values )
S Action: [ messages
N [0 Registration
=|Set a field's value ~
|E [0 rResponse
- =1 =8 Actions
Field:

@ stop

|RunOnLoad ~

@ tempCommand

N

@ tempResult

i g

Value: . .
M ~ [ZF DetermineEnviranment
|90 ™ (=8 MakeAuthyRequest
@ ResetValues
&’ RunOnLoad
n [=F setUserinfo
It (=R submitUserinfa D
n
]
t runs c A
runs on- =
% | QK | ‘ Cancel ‘
o
Z :
et API Key' % : ||
7
Fields v X Rules
Luau woo

Drag a field to add it to the form.

Fields:
| QdabraRules (Secondary)

B

= =8 adabraRules
@ version®
@ isSwappingDom™
@ expires®
@ Command
Q? Result
@ Success
@ Error
(=B view
(=8 context
(=8 Form
@ QueryDataError
(=8 DnsLookup
= ExecutionHistory

Thue Aataile

Get Form Property

Switch to mobile

Run Dynamic DCs

Set Current User

Set Managers Info

Set Status and Report Date
Check if Submitted
Refresh

Run Auto Logout

Run Authy

Details for:

|Run Authy

Condition:

Mone - Rule runs when field changes

Rule type:
Action

Run these actions:*

Set a field's value: RunOnlLoad = "go"

[] Don't run remaining rules if the condition of this rule is met
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10. Enter your Authy App API key in the rule named 'Set API Key' located in

AuthyRequest_QdabraAuthy - /Authy/Actions/RunOnLoad.

H -
Fields x
Drag a field to add it to the form.

Fields:
AuthyRequest_QdabraAuthy (Secondary) w
=) (58 authy
[£8 values

[0 Messages
[8 Registration
[8 response
=1 =8 Actions
=R stop
ﬂ tempCommand
=3 tempResult
,“_.'? DetermineEnvironment
= MakeAuthyRequest
,‘_.l? ResetValues
,‘_-[? SetUserinfo
,‘_.l? SubmitUserinfo

Rules
RunOnLoad
=
Stop if blank
Reset self

Determine Environment
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v X
By [y [y X

Set APl Key

Set User Info

New *

Details for:
Set APl Key

Condition:

APIKey is blank

Rule type:

Action

Run these actions: *

Set a field's value: APIKey =

"[Your Authy API Key here]”

Add ¥

[] Don't run remaining rules if the condition of this rule is met

11. Modify the rule named 'Set gRules Fields' located in the AuthyRequest_QdabraAuthy data
source /Authy/Actions/@tempCommand node.

o First action: change the @stop field being set to point to your
QdabraRules/Command node instead
o Second action: change the value to point to your QdabraRules Result node
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Field

S MR

Drag a field to add it to the form.

Fields:

|Au‘thyRequest_C1dabraAuthy (Secondary) |

=[5 Authy
(=8 values
[0 messages
[0 Registration
(8 Response
= =8 Actions

@ stop
[ tempResult

@ DetermineEnvironment

(= MakeAuthyRequest

@ ResetValues

@ RunCnLoad

@ SetUserinfo

@ SubmitUserinfo

Rules
tempCommand
=
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v X
By [y T X

| Set gRules Fields

MNew ¥

Details for:

|Set qRules Fields

Condition:

tempCommand is not blank

Rule type:

Action

Run these actions: *®

Add =

Set a field's value: Command = .

Set a field's value: @tempResult = Result

[ ] Don't run remaining rules if the condition of this rule

is met

12.In the Authy XTP code section, select the VERIFY button. Open Manage Rules and select the
Switch r

ule.

Sign up

- |Don't have the Authy App?

tication method 9

;Or, change authen

Use Authy App

.............................

@ Powered by Authy

..............................................................

) H -
Fields *
Drag a field to add it to the form.
Fields:
|Au‘thyREquest,QdabraAu‘thy (Secondary) |
B (=8 Authy
(28 values

=P Messages
(8 Registration
(=8 Response
=1 (=8 adtions
@ stop
@ tempCommand
@ tempResult
Q DetermineEnvironment
(=8 MakeAuthyRequest
Q? ResetValues
Q RunOnLoad
Q SetUserinfo
Q SubmitUserinfo

Rules X
Button: Verify EE DE &D x
[}

Verify

Switch

I:‘ Show details

Artinne

Details for:
Switch

Condition:

method is blank

Rule type:

Action

Run these actions:*

Set a field's value: @stop = ™"

|:| Don't run remaining rules if the condition of this
rule is met
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13.In the Switch rule, add a new action. Select Switch views.

Fields

Drag a field to add it to the form.

Fields:

AuthyRequest_Qdabrasuthy (Secondary) v

v X

= [f authy

(=8 values

(=8 Messages

=F Registration

|8 Response

[ 58 Actions
@ stop
E termpCommand
= tempResult
f_l? DetermineEnvironment

= MakeAuthyRequest

F_JF Resetvalues
f_;? RunOnLoad
F_l? SetUserinfo
F_;? SubmitUserinfo

D Show details
Actions

Wanage Data Connections...

14. Select the Expense Report view.

Rules
Button: Verify
=

Verify

By [y [ X

(DpABRA*
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v X

Switch

New ¥

Details for:
Switch

Condition:

method is blank

Rule type:

Action

Run these actions: *

Set a field's value: @:

Show a message

Show the value of a field or formula

'__E|
3=
Don't run remain
U] 1—Ea

rule is met

Switch views

[z5 Seta field's value
Bl Query for data

‘B Submit data

& ©Open anew form to fill out

@ Help with Rules

Close the form

Rule Details ? x
Action:
E:Eﬂ Switch views ~
Wiew:
ExpenseReport |
QK Cancel
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15. Next, we'll customize it a bit more. Add a company logo in the XTP. You can insert an image
in the location that says [Your Logo] and then delete that text.

SOFTWARE"
a m]

.()DABRA®

Two Factor Authentication

a
L1990

16. Remove the section for the instructions, simply click on the section and press Delete.

FUWEICU LY AULy

o | 0
MNotes: | Authy (AuthyRequest_QdabraAuthy) (Confrol stores duplicate data) |0|

# You must have a list named Users on the same site where your
FormsViewer template is published.

o This XTP needs a SharePoint list named Users, with columns
exactly named as Email, Phone, First Name, Last Name,

AuthyID.
e Users will be prompted to sign up for an Authy account/ID via

the form, if they don't have a record in the Users list yet.

Usage:

1. Inject gRules in your form if you haven't done sa.

- - - - e -

17. Select the entire table inside the Authy XTP.
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Don't have the Authy App?

Text me a code

Or, change authentication method

Use Authy App

18. Click CTRL X to cut the table and then paste it outside of the XTP section (When pasting,
right-click and select Keep Source Formatting). And then remove the template part section
by pressing delete.

: ) [auty [Bo
[m] m] m]
// content

rrrrrrrrrrrrrrrrrrrrrr

QDABRA‘k

SOFTWARE

———————————————————————————————————————————————————————————————————————————————————————————
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19. Go to PAGE DESIGN tab, click Page Setup. In the General tab of the View Properties, check
Set as default view.

uﬂ CONTROL TOOLS  TABLE TOOLE
FILE HOME INSERT PAGE DESIGN DATA DEVELOPER PROPERTIES LAYOUT

View: [ New View - _—
Auth - |5 Delete ' e
‘ - v - Page Layout ]
[ Properties | Page Setup | Templates ~
Views
- = = View Properties ? x|
= Tﬁ L?} I@ lﬁE El__“l' N ?

General Text Settings Print Settings Page Setup i

View Settl-llyb

i

View name: |Au‘thy

ghow on the View menu when filling out this form
Dﬂead—only
Background

[]use a background color Automatic [ -

20. Save the changes to the form and upload it as an End for for Lab 3.

Test Your Form!

1. Click Open Form in FormsViewer. You'll see that the Authy section is stretching across the
view like this:

Upload Template X [ Lab3- AuthyEnd x +

C' @ gfsformsquo.com/FormsViewer/View?SPHostUrl=https%3A%2F%2Fqdabra.sharepointcom%2... ¢ @ @ rll S O] a

(DDABRA*
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Two Factor Authentication

Enter your last name and the last 4 digits of your registered mobile number (example: Smith1234)

Iy

No Authy account yet?

Sign up
@ Powered by Authy
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2. This means that the div id in the Authy XTP XSL that we're referencing in the CSS file got
removed when you added it in the form. Proceed to the troubleshooting section to fix.

Troubleshoot view errors

1. Export the form to source files by going to File > Publish = Export Source Files. Export the
file into a folder in your machine.

Publish

= Publish form to current location
Recent |_0 Update this form at its current publish location.
Open P%I;II::SI; The form will be published to:
https://spf2013.formsboard.com/Expense Report Library/
Save
Publish form to a SharePoint Library
Save As [:‘) Create or update a form library form on SharePoint.
) SharePoint Users can access this form online.
Print Server
Publish =N Publish form to a list of email recipients
Close Lo Create a new email message which contains this form.
Email Users must have InfoPath Filler to fill out the form.
Use this option when recipients do not have access to SharePoint
Account forms.
Qpneas =1 Publish form to a network location or file share
ublish this form to a shared location so that people in your
Publish this f hared | i h le i
Network organization can fill it out.
Location Use this option when you do not have access to a SharePoint Server.

Users must have InfoPath Filler to fill out the form.

Export
|’=B' Export Source Files
= Save as a folder containing form template component files.
Export
Source Files

2. In the folder, find the Authy.xsl file and open it in a text editor such as Notepad or

Notepad++.
MName Date modified Type
B view1.xsl 4/15/2020 .19 PM XSL Stylesheet
® upgrade.xsl 4152020 &:26 PM XSL Stylesheet
‘&| PDF.xsl 4/15/2020 6:19 PM XSL Stylesheet
2| Mobilexsl /1572020 6:19 PM XSL Stylesheet
% Debug.xs f15/2020 .19 PM XSL Stylesheet
2] Authy.xsl XSL Stylesheet
Open

tpLogiclxs File

| | XtpLogic1.xsd e XSD Fi
it
D XtpLogicxsd XSD File
& Move to OneDrive .

D Usersd.xsd L:Jf — XSD File
D Usere3xed Edit with Notepad++ %SD File
M 1 1core? verd Ea Scan with Windows Defender... wer Eile
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3. Look for the first <div> tag just below the body tag:

[&=] Authy xs! 3 |

230 }

231 BODY {

232 COLOR: black

233 }

234 |</style>

235 | </head>

236 [H <body>

237 o <div aLign="center">d1

238 H talrte-casr="rdImyout" style="WORD-WRAP: break-word; BORDER-
fixed; BORDER-BOTTOM: medium none; BORDER-LEFT: medium none"

239 [ <colgroup>

240 <col style="WIDTH: 569px"></col>

241 </colgroup>

242 H <tbody vAlign="top">

243 H <tr>

244 H <td style="PADDING-BOTTOM: 12px; PADDING-TOP: 12}

245 [H <font face="Calibri">

246 [ <div><span title="" class="xXdExpressionB«

"gquot;//contentaquot ;" xd:disableEditing
247 [ <xsl:attribute name="style">FONT-
<xsl:choose>

248 <xsl:when test="1">DISPLI

249 </xsl:choose>

La L aiat PR EUR [ I L R

4. Add an id, type in id="authyContent" inside the div tag:

[=] Authyxs! E1 |

230 }

231 BODY {

232 COLOR: black

233 }

234 </style>

235 </head>

236 H <body>

237 H <div id="authycContent" align="center">

238 H ' <table class="xdLayout" style="WORD-WRAP: break-word, BORDER-TOC
fixed; BORDER-BOTTOM: medium none; BORDER-LEFT: medium none" bo

239 H <colgroup>

240 <col style="WIDTH: 569px"></col>

241 </colgroup>

242 H <tbody vAlign="top">

243 H <tr>

244 H <td s5tyle="PADDING-BOTTOM: 1l2px; PADDING-TOP: 12px;

245 H <font face="Calibri">

246 [ <div><span title="" class="xdExpressionBox

"squot; //content&aquot ;" xd:disableEditing="
247 H <xsl:attribute name="style">FONT-SI
<xs5l:choose>
248 <¥s5l:when test="1">DISPLAY:

249

</xsl:choose>

5. Save the changes to Authy.xsl. Make sure that the form is closed to allow you to save.

6.

In the source files, look for the manifest.xsf file, right-click on it and select Design.
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MName

| BB8BCS7Cjpg
& D413CF84,jpg
&| E17F1B11.jpg

Date modified

4/15/2020 6:19 PM
4/15/2020 6:19 PM
4/15/2020 5:35 PM

‘H manifestxsf AMS N0 524 DRA
®| 5FF1BCCY.png Open
& 21D125AF.png Design
&| 917F42BF.png & Move to OneDrive
&] 307220AF.png [af Edit with Notepad++
(s btn_delete.png E Scan with Windows Defender...
e

7. It will open in InfoPath Designer. Save it as your Lab 3 Authy End form.

8. Re-upload the template to FormsViewer.

Test Authy!
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SOFTWAREFE

1. Click Open form. You'll see the Authy section displaying nicely in the center:

Two Factor Authentication

Enter your last name and the last 4 digits of your registered

mobile number (example: Smith1234)

No Authy account yet?

Sign up
@ Powered by Authy

2. For first time users, click Sign up.
3. Fill out the details and click Sign up.
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Two Factor Authentication

Enter your information to sign up with Authy

Email Address:
First Name:
Last Name:

Country Code:
‘ Select... v

Mobile Number (omit any leading 0s or 1s):

Sign up
@ Powered by Authy

4. Authy will confirm that your account is successfully created. You should receive a code from
Authy in your mobile phone.
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Two Factor Authentication
Enter the verification code shown in your Authy App

Account created. Your Authy ID is
" ply o

Verification code

Don't have the Authy App?

‘ Text me a code ‘

@ Powered by Authy

5. Enter the verification code and click Verify.

(DpABRA*

SOFTWARE

Two Factor Authentication
Enter the verification code shown in your Authy App

Account created. Your Authy ID is
§ olem

6630520

Don't have the Authy App?

‘ Text me a code ‘

@ Powered by Authy
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6. You'll get a confirmation message. Click OK.
(OpABRA*
SOFTWARE"

Two Factor Authentication

Enter the verification code shown in your Authy App

Account created. Your Authy ID is

Success! ‘

You now have access to the form.

LUTT L TTavT s AUy AR

‘ Text me a code

@ Powered by Authy

7. You can now access the form:

(DDABRA™

SOFTWARE"

EXPENSE REPORT

NAME MANAGER ACCOUNTING MANAGER
Jo-Anne Tandaan Kaoru Okumura Kaoru Okumura
REPORT DATE BUSINESS PURPOSE*
4/15/2020
EXPENSE ITEMS FROM: TO:
CATEGORY * DATE * DESCRIPTON MERCHANT RECEIPT AMOUNT *
© select... v | Attach file
SUBTOTAL $0.00
LESS CASH ADVANCE $0.00
TOTAL $0.00

Solution Version: 1.0.1.1583

© 2020 Qdabra Software
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This means that you now have an entry in the Users list.

Email Phone First Name Last Name
Jo- +O3H#EHHAEE a Jo-Anne Tandaan
Anne.Tandaan@Qdabra.

com

When you're already registered in the Users list, the next time you open the form, just enter your
last name + last 4 digits of your phone number to log in:

(DDABRA™

Two Factor Authentication

Enter your last name and the last 4 digits of your registered
mobile number (example: Smith1234)

tandaan1234
No Authy account yet?

@ Powered by Authy

If you have installed the Authy app in your phone, you can simply copy the verification code and
paste it in the form.

But if you don't have the Authy app yet, you can click the Text me a code button so Authy can send
you the verification code via SMS
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Congrats! @ You have finished the exercises for Day 3!

You may check out the End form for this lab (Lab 3 - Authy End.xsn).

Contact Information

Qdabra Software Phone: 877.544.2389

218 Main Street, Email: Support@Qdabra.com

Suite 731, Website: http://www.gdabra.com
Kirkland, WA Community: http://www.infopathdev.com
98033
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